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About Adeptus Cyber Solutions, LLC

Adeptus Cyber Solutions (ACS), where real-world problems meet cutting-edge solutions. Our team is at the
forefront of Android Team Awareness Kit (ATAK) Plugin development, dedicated to crafting custom solutions for the
problems you face. With a rich history of expertise, our dedicated team at ACS is at the forefront of ATAK
development, bringing innovation and practical solutions to meet the unique needs of our clients.

Our ATAK Expertise:

ACS has been a trailblazer in the ATAK development landscape, continuously evolving alongside the platform's
advancements. With over 3 years heavily involved in the TAK ecosystem, we have consistently demonstrated our
proficiency in developing tailored ATAK Plugins that cater to a diverse range of requirements. At ACS, we take pride
in our extensive portfolio of successfully developed ATAK Plugins. These plugins span a spectrum of functionalities,
from monitoring the health statistics of warfighters to creating seamless workflows for launching and recovering
unmanned aircraft. Our commitment to delivering high-quality, robust solutions has garnered us a reputation as a
trusted partner in the ATAK development ecosystem.

Elevate your ATAK experience with Adeptus Cyber Solutions. Whether you require specialized plugins, ATAK
training, TAK Server support, assistance with Cl/CD pipelines, or plugin quality testing we are here to assist.

Visit us at for more information

Copyright © : Adeptus Cyber Solutions, LLC : 2023



http://www.adeptuscybersolutions.com/

ADEPTUS
CYBER
SOLUTIONS

Pre-requisites

Copyright © : Adeptus Cyber Solutions, LLC : 2023




ADEPTUS
CYBER
SOLUTIONS

Pre-requisites

A Mac, Windows or Linux system to install software on

Knowledge of how to install software on your system

An understanding of Android Studio, will not be covering how to use Android Studio
Working knowledge of Android

A tak.gov account so you can obtain the SDK and submit plugins to the Third Party Pipeline
Android Studio — (https://developer.android.com/studio)

Java 11 JDK
& Make sure this is the default JDK being utilized
¢ https://docs.aws.amazon.com/corretto/latest/corretto-11-ug/downloads-list.html

Join the TAK Community on Discord

o This is where you will find lots of good information and other devs willing to help
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Pre-requisites: Android Studio

& SDK Manager (Tools -> SDK Manager)
¢ SDK Platform: Android 13
® SDK Tools: Android Emulator

Name

SDK Platforms

SDK Tools SDK Update Sites

AP| Level

Android UpsideDownCakePrivacySandbox Prev UpsideDownCakePrivacySan.

Android 14.0 ("UpsideDownCake")
Android 14.0 ("UpsideDownCake")
Android 14.0 ("UpsideDownCake")
Android TiramisuPrivacvSandhox Preview
Android 13.0 ("Tiramisu")

Android 13.0 (“Tiramisu®)

Android 13.0 ("Tiramisu")

Android 12L ("Sv2")

Android 12.0 ("S")

Android 11.0 ("R")

Android 10.0 ("Q")

Android 9.0 ("Pie")

Android 8.1 ("Oreo")

Android 8.0 ("Oreo")

Android 7.1.1 ("Nougat")

Android 7.0 ("Nougat")

Android 6.0 ("Marshmallow")

34
34-ext8
34-ext10
TiramisuPrivacySandbox
33
33-ext4
33-exts
32

31

30

29

28

27

26

pi

24

23

v| Hide Obsolete Packages

Each Android SDK Platform package includes the Android platform and sources pertaining to an
API level by default. Once installed, the IDE will automatically check for updates. Check "show
package details" to display individual SDK components.

Revis... Status

2
2
1
1
)
3
1
1
1
1
3
5
6
3
2
3
2
3

Not installed
Partially instal...
Not installed
Not installed
Not installed
Installed

Not installed
Not installed
Partially instal...
Installed
Installed
Installed
Partially instal...
Partially instal...
Partially instal...
Partially instal...
Not installed
Not installed

Show Package Details

SDK Platforms

SDK Tools SDK Update Sites

Below are the available SDK developer tools. Once installed, the IDE will automatically check for
updates. Check "show package details" to display available versions of an SDK Tool.

Name

Android SDK Build-Tools 34

NDK (Side by side)

Android SDK Command-line Tools (latest)
CMake

Android Auto API Simulators

Andrnid Autn NDacktnn Haad |Init Emulator
Android Emulator

Android SDK Platform-Tools

Android SDK Tools

Google Play APK Expansion library

Google Play Instant Development SDK
Google Play Licensing Library

Google Play services

Google Web Driver

Layout Inspector image server for APl 29-30
Layout Inspector image server for API 31-34
Layout Inspector image server for API S

Version

V| Hide Obsolete Packages

Status

Installed

Update Available: 26.1.10909125
Installed

Update Available: 3.22.1
Not installed

Not inctallad

Update Available: 33.1.23
Installed

Installed

Not installed

Not installed

Not installed

Not installed

Not installed

Not installed

Not installed

Not installed

Show Package Details
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Exploring the SDK from tak.gov
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Exploring the SDK from tak.gov

¢ Download the latest ATAK 4.10 SDK

Product Guides Installation & Configuration Developer Resources
ATAK-CIV-4.10.0.37-SDK.zip
ZIP - 394.3MB, 35 downloads
& Extract the ZIP
& Why not use GitHub?

& Code base is older and not maintained
& It’s the actual code for ATAK and not the SDK, would require you to compile it to make the SDK

¢ This training is on how to build plugins and not ATAK
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ATAK-CIV-4.10.0.37-SDK

Name ADEPTUS
> [l docs CYBER
> [ espresso SOLUTIONS

> @ gradle
> [ license

Exploring the SDK from tak.gov

> [ customtiles

> @ dsmmanager

> [ externalbt

i: ::::Zz:i[dings Sample Pluglns FOlder

> @ hellojni

> @ helloworld b

> [ importexportexample Hello WOﬂd Plugln

> [ lassotoolexpansiondemo

> [ platformsim

2 M hgktanplte Plugin Template — Used to create your own templates

> @ plugintemplate-compose

> [ PluginTemplateLegacy

> @ radialmenudemo

> [ sampledetailtester

> [ selfmarkerdata

> @ sensortester

> [ smsservice

> [ videocollections

> [ videomosaic

e android_keystore — keystore used to sign plugins (note its location)
. android-formatting.prefs
R android-formatting.xml
ATAK_Plugin_Development_Guide.pdf
& atak-gradle-takdev.jar
& atak-javadoc.jar
e Developer ATAK APK - install this on device or emulator
B CHANGELOG.txt = 1 X 5 y

R oradie.properties main.jar — needed for compilation of plugins

[~] gradlew

B gradlew.bat

& main.jar

I A Copyright © : Adeptus Cyber Solutions, LLC : 2023

R VERSION.txt

atak-gradle-takdev,jar — needed for compilation of plugins
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Hello World Plugin
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Hello World Plugin - Setup

& Need to generate keys in a keystore to sign the APK
¢ Debug Key:
@ keytool —genkey —alias debug —keyalg RSA —keysize 2048 —keystore android_keystore
¢ Release Key:
& keytool —genkey —alias release —keyalg RSA —keysize 2048 —keystore android_keystore

& Be sure to document the password for each key and for the keystore

& Keystore should be saved to the folder two levels up from the plugin source

& See “Exploring the SDK from tak.gov” slide

Copyright © : Adeptus Cyber Solutions, LLC : 2023




ADEPTUS
CYBER
SOLUTIONS

Keystore Generation

keytool

Comang Vine aras: [gerkey. - s -keyalg, RS, -keysize, 2048, -keystore, android k Debug Key Generation

- organization?

City or Localit
r State or Province?
country code for this unit?

OU=Unknown, CME Inc.., ytown, ¢ US correct?

Release Key Generation

country code for this unit?

ith, OU=Unknown, 0=ACME Inc., L=Any ST=VA, C=US correct?

New Keystore

AK_Plugi e : E e-ta p.iar radle.propertiss
GELOG. t g s
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Keystore Setup

& Edit the plugin’s app/build.gradle file signingConfigs

{
storeFile file("${buildDir}
storePassword
keyAlias
keyPassword

& Locate the signingConfigs section
¢ Updated the debug and release keys

& Set the: ’

& storePassword storeFile file("${buildDir}
storePassword
& keyAlias KeUALLnn

keyPassword
& keyPassword
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Hello World Plugin — Android Studio

[ ] helloworld ~ README.md [helloworid]

= H S « A v mapp v [%, (CIV)Pixel 4 XL API 33 - ATAK v4.10 ¥ N~ 35 A L
helloworld | % README.md
& Android v (%] @ — A README.md

v G app COMPILATION
> B manifests

¥ Project

SUoREYNON B

L helloword is a complete skeleton project that can be used as a starting point g Tasks
v [l com

- for developing ATAK private plugins. I android
> M atakmap.android.helloworld - G dl k
= 3 buid radle Tas

android. oviderte 3 build setup

> DM com.atakmap.android.helloworld

5 help 1
> e HaresoE Private Plugins offer the most capability for utilizing the ATAK subsystem, but = . ln 0“]
this interface will likely change from version to version. o

opesd {

%+ Resource Manag

- installAeronetDebug
Gradle Bu11d % installAeronetDebugAndroidTest
1 installAeronetRelease

build.xml and Makefile both reflect the same project name (in this case helloworld)

% installAusDebug

SCTI tS . % installAusDebugAndroidTest
The assets file describes both a Lifecycle and a ToolDescriptor. For convention, & installAusRelease

Jueisissy syui ddy

build gradle
build.gradle

& proguard-gradle.txt

i gradle.properties

il gradle-wrapper.properties

i local.properties

& settings.gradle different android.content.Context in play.

these are in the same location used in the AndroidManifest.xml file. For 3 installBelDebug
readability I have broken out the plugin to be in a directory off of the main % installBelDebugAndroidTest
package structure. 2 installBelRelease

% installCanDebug

L installCanDebugAndroidTest
& installCanRelease

e soineq i

When constructing the plugin, it is important to recognize that there are two

installCivDebug

106

X installCivDebug
installCivDebugAndroidTest
installCivRelease

% installEspDebug

% installEspDebugAndroidTest

Note: L installEspRelease

The plugin context will cause a runtime error to occur if used to construct an installEstDebug
AlertDialog. 2 installEstDebugAndroidTest
X installEstRelease
installGbrDebug
installGbrDebugAndroidTest
2 installGbrRelease
& installGovDebug
% installGovDebugAndroidTest
installGovRelease
% installHunDebug
% installHunDebugAndroidTest
¥ installHunRelease

The plugin context is used to resolve resources from the plugin APK
The mapView context is used for graphic access (AlertDialogs, Toasts, etc).

Structure
Jeneunod NOSF =

installLtuDebug

2 installLtuDebugAndroidTest
installLtuRelease

X installMilDebug
installMilDebugAndroidTest
installMilRelease

% installNatosof Debug

. . . . & installNatosof DebugAndroidTest
P Version Control » Run ODO @ Problems P& Terminal ggﬁxg&hst @sm‘c‘e‘dggmmgybggmsql%poﬂ§ uLLC * 2023 ' Layout Inspector

IO Error running 'app": Default Activity not found (a minute ago) 171 LF R\ 4spaces ‘W

M Bookmarks

K Build Variants

J010/di3 001000 [ $801A0] Bupuuny 1
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Hello World Plugin — Emulator

Verify Configuration

AVD Name | (CIV)Pixel 4 XL API 33 - ATAK v4.10

AVDId  _CIV_Pixel_4_XL_API_33_-_ATAK_v4.10

[ sz 6.21080%2400 xxhdpi

& Configure and start an emulator

\ : (]
¢ Be sure to use Android 13 as the system image

t: | Emulated v

& Transfer the atak.apk to the emulator and install it

Network qpeed: | Full
Latency: | None

& Follow the setup prompts for ATAK coees —

Boot option: Cold boot
) Quick boot

& Similar steps for a physical device, copy ATAK APK and install it

V| Multi-Core CPU

IR ¥ ¥ ¥ S0 A V1 | ler 1536

el QX = : -

*) Studio-managed | 2048
External file
No SDCard

No Skin

V| Enable keyboard input

Callsign: BRUCE +
14R LS 53530 76€
0 ft MSL

Copvricht @ A dentus CvberSalutions. LL.C¥5003  *-
rJ O >, J ¢
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Hello World Plugin - Deployment

=HS <« ‘\l'

helloworld | app ' @ buildGradie

G Androd v

¢ Emulator/Device is running and ST R

(XX Running Devices - helloworld

ATAK 1is the app that is open T

Go 4 DM o n ™MD

1019 @

¢ Map is displayed and it says
“DEVELOPER BUILD” on the bottom
Of the screen \i\ Load plugin: Hello World Tool

& Fl‘Om the AndrOId Stule Gradle Ta,Sk Would you like to load this installed plugin into ATAK?
. Hello World Tool
Window

& Locate Tasks -> install ->
installCivDebug

Cancel

¢ Double click installCivDebug

/7 = & X

& This launches the build and install of 9 | <o
the plugln Routes | Rubber Sheet

V2222 %

® Hello World Tool now shows in the ol i
menu & O .
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Hello World Plugin - Deployment

+ - B K
Vv & Android App

& To correct the Android App run a
configuration in Android Studio

¢ From the Run menu select Edit
Configurations

¢ Expand the Android App (if
compressed)

& Select app

¢ In the Launch Options set the Launch to
Nothing

Run/Debug Configurations

Name: app v| Allow multiple instances Store as project file

General Miscellaneous Debugger Profiling
Module: | g sampleplugin.app.main v
Installation Options

Deploy: | Default APK v

Install for all users (if already installed, will only update for existing users)
Always install with package manager (disables deploy optimizations on Android 11 and later)

Clear app storage before deployment
Install Flags:
Launch Options

Launch: | Nothing
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Hello World Plugin - Debugging

& Since a plugin is not a true Android app you cannot click on the [® ¢ Choose Process
“Debug” buttOl’l Of AndrOid Stule. Select a process to attach to:

v| Show all processes

Use Android Debugger Settings from: | [Use default settings] v

® To debug a plugin:

Debug Type: Java Only v

¢ From the Android Studio Run menu select “Attach Debugger to com.android networkstack process

com.android.phone

5 2 4
Android Process com.android.se
com.android.settings
com.android.systemui

¢ In the popup window locate the device/emulator B e e

com.atakmap.app.civ
¢ Expand the list an select com.atakmap.app.civ to debug R
com.google.android.apps.nexuslauncher

¢ You have to connect to the ATAK app in order to debug your com.google.andraid.apps. photos

+ com.google.android.apps.wellbeing
plugll’l com.google.android.as
com.google.android.as.oss

ram annale andrnid canfimiindatar

® Once connected to ATAK, you can debug your plugin just as
you would any other application

Cancel
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Plugin from Scratch
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Plugin Development Cycle

Start with the plugintemplate from the SDK
Develop your plugin, testing with the SDK provided ATAK APK
Once ready to deploy, send plugin code to Third Party Pipeline (TPP).
o Version of ATAK to build against is defined in the app/build.gradle
& Will compile a release build of your plugin
& WiIll sign your plugin for release

Release version of plugins will only work in release versions of ATAK
Debug versions of plugins will only work in debug versions of ATAK
The version of ATAK the plugin was built for needs to match the version of ATAK.

o For example:
& A 4.9 plugin will NOT work on ATAK 4.8.1
& A 4.8.1 plugin will NOT work on ATAK 4.9

© This changes in ATAK 5.0, there is backwards compatibility with 4.10
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Plugin from Scratch - Setup

tak.gov provides in the SDK a plugintemplate that is used as the basis for any new plugin samples

Copy the existing plugintemplate in the SDK folder to a new folder called sampleplugin e
> @ commout-simplesocket

Open the sampleplugin in Android Studio p——

> @ dsmmanager

Open the proguard-gradle.txt > I externalbt

> [ hello3d
& At the bottom, change the Plugin Template in the repackageclasses setting to something meaningful. > M hellobuildings
Otherwise the TPP build will fail. > M hellojni

> [ helloworld

> [ importexportexample

> [ lassotoolexpansiondemo
B platformsim

¢ Rename the plugintemplate portion of the paclkage to something meaningful [L-

> @ plugintemplate

In the Java code

¢ Rename the Plugin Template class to something meaningful A Bl el bl bt
> @ PluginTemplateLigacy

% Also adjust the package to the R import to match what was just set > [ radialmenudema
> [l sampledetailtes@r

In the AndroidManifest.xml

> [ selfmarkerdata

& Update the package to match the name of the package that was just renamed > | sensortester

> @ smsservice

In the assets folder > [ videocollections

> @ videomosaic

¢ Edit the plugin.xml and update the package name > M videooverlay

In the res/values folder
& Edit the strings.xml file and change the name of the app
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Plugin from Scratch - Setup

in ~ plugin.xm! i in]

& v | moapp v || [L(DEVIPbel 4 XL API 33 - ATAK4.81 ~

[

sampleplugin | app s main  assets &% pluginml

= Android ~ — A READMEmd @ build.gradie (:app) SamplePlugin.java A AndroidManifestxml

<

PP <nanifest xmins:
manifests { con. ataknap. android. sampleplugin. plugin xnlns:
& AndroidManifest.xmi D
s

v{ EN com.atakmap.android. sampleplugin.plugin

JoBeue soimeq 5

TIgmTE

2 Resource Manager

<application

SamplePlugin
SamplePlugin IPlugin { :allowBackup:

¥ Project

:icon
:label
ceController :description

Jeisissy sy ddy

zextractNativelibs
Context :theme
v @ Gradle Scripts Emntnidata
# build.gradle
# build gradle
# proguard-gradle.txt
#iigradle.properties
i gradle-wrapper.properties
#lilocal.properties
settings.gradle

THostUIService <meta-data
ToolbarItem
Pane

<activity :name:
SamplePlugin(IServiceController servicébqntroller) { exported
5 = serviceController ignore
PluginContextProvider ctxProvider = service <intent-filter
.getService(PluginContextProvider. ) manifest
(ctxProvider != ) {

Tt Marged Maniest
@ proguard-gradie.xt i & pluginsmi

<?xml version encoding

<plugin>

<extension

Singteton

</plugin>

JoNewI04 NOST

3 Bookmarks

X Build Variants
1010/dx3 891000 1

ny 51

%, Structure

Copyright © : Adeptus Cyber Solutions; LE€ : 2023
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Plugin from Scratch - Setup

& Edit the plugin’s app/build.gradle file signingConfigs

{
storeFile file("${buildDir}
storePassword
keyAlias
keyPassword

& Locate the signingConfigs section
¢ Updated the debug and release keys

& Set the: ’

& storePassword storeFile file("${buildDir}
storePassword
& keyAlias KeUALLnn

keyPassword
& keyPassword
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Plugin from Scratch — ATAK Version

& In order to support other versions of ATAK, the buildscript {
plugin has to be compiled against the correct
main.jar and the version has to be set in the ext.PLUGIN_VERSION =
app/ build.gradle ext.ATAK_VERSION =

When you submit your plugint to TPP, this
variable in the app/build.gradle 1s used to
determine the ATAK build environment

 takdevVersion

If you need to test your plugin against ATAK 4.9, for example, you need to acquire the 4.9
SDK from tak.gov and change out the main.jar and change this variable to say “4.9.0”
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Plugin from Scratch - Building

Now that everything is setup we can do a build
Open the Gradle Task Window and locate the assembleCivDebug task
Double click this task to start a build of the plugin
¢ This will only compile your plugin and not install it
Correct any build errors and try again

Once you are satisfied with you build, run installCivDebug to install
the plugin in ATAK

Copyright © : Adeptus Cyber Solutions, LLC : 2023
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Plugin from Scratch - Running

& Your plugin should now appear on the menu

& To change the icon, change the res/drawable/ic_launcher.png
& This is defined in the AndroidManifest.xml

& Click on your icon to launch your plugin

Tools s = o X &8
w @E" <>@ Sample Plugin

Resection Routes Rubber Sheet

’ 222

1

t > i\ —
Hello World

Track History Video Tool

&

Sample Plugin Settings

pyright © : Adeptus Cyber Solutions, EEC 2623
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Third Party Pipeline on tak.gov
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Third Party Pipeline on tak.gov

& To have your plugin work on the full CIV version of ATAK it must be signed by the TAK
Product Center (TPC) via the Third Party Pipeline (TPP)

& Simply zip the folder that contains your plugin and submit it to the TPP
¢ In the previous example, we would zip the SamplePlugin folder

¢ Recommend doing a clean before zipping to reduce the artifacts that are in the zip

¢ Login to tak.gov and goto Resources -> Third Party Pipeline

Submit your plugin by dragging and dropping files in the area below or use the button to select your files.

¢ Upload the zip and submit
¢ You will receive an email notification:

¢ When build begins

& Complete of build (success or failure)

¢ Failure will contain a build log that will need to be reviewed
Copyright © : Adeptus Cyber Solutions, LLC : 2023
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Troubleshooting

Copyright © : Adeptus Cyber Solutions, LLC : 2023




ADEPTUS
CYBER
SOLUTIONS

Troubleshooting

& If you are seeing old log statements that you have removed or weird behaviors in your
plugin after several deployments during development, restart ATAK

& This is due to the way that ATAK loads a plugin, it does not always unload the previous version
of the Java class file. So, you could have old code still running.

¢ This 1s only really an issue during development as we are constantly pushing new versions to the
emulator/device.

& A restart of ATAK clears out all the old class files.
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Questions?

& Contact us: info@adeptus-cs.com

& Visit our website: www.adeptuscybersolutions.com
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